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End User License Agreement (International)
Last update: 20th October 2026
Please read and understand this End User License Agreement (the “EULA”). It has been updated to keep the terms and policies up to date with the services we provide.
This License Agreement (“Agreement”) is entered into by and between:
Ascentis, an educational charity and awarding organisation incorporated in England and Wales, whose registered office is Ascentis House, Lancaster Business Park, 3 Mannin Way, Caton Road, Lancaster, LA1 3SW, trading as International Dyslexia Learning (IDL) (“IDL”, “our” or “we”);
And
an entity engaged in educational activity (“Licensee”, “you” or “your”).
The Licensee seeks to rightfully obtain a license or licenses for itself and such concurrent users as may be agreed between IDL and the Licensee (“Authorised Users”), in accordance with this Agreement to use or evaluate the IDL Application (as defined below).
By downloading the IDL Application from our website, clicking the “accept” button, accessing or otherwise using the IDL Application, or by permitting its Authorised Users to use the IDL Application, the Licensee unconditionally accepts to be bound by the terms and conditions of this Agreement. If the Licensee does not accept the terms and conditions of this Agreement, the Licensee and the Authorised Users must desist from using or making any further use of the IDL Application.
1. DEFINITIONS AND INTERPRETATION
1.1 Definitions
The following definitions will apply to the following terms used in this Agreement:
Applicable Law: means all applicable provisions of constitutions, laws, statutes, ordinances, rules, treaties, regulations, permits, licenses, approvals, interpretations and orders of courts or Governmental Authority that is binding upon or applicable to a party or this Agreement, as amended unless expressly specified otherwise.
Appropriate Technical and Organisational Measures: means the technical and organisational measures required under Data Protection Legislation, and where applicable, such legally enforceable mechanism(s) for transfers of Personal Data as may be permitted under Data Protection Legislation from time to time.
Authorised Users: means students, and parents or guardians of students, who are enrolled in the Licensee’s educational institution or other entity engaged in educational activity, and teachers, instructors, tutors and administrators employed by or engaged by the Licensee, in each case whom the Licensee has authorised to use the IDL Application pursuant to the terms and conditions of this Agreement.
Controller or Data Controller: means the natural or legal person, public authority, agency or any other entity or person who alone or jointly with others determines the purposes and means of the processing of Personal Data.
Data Protection Complaint: means a complaint or request (other than a Data Subject Request) relating to either party’s obligations under Data Protection Legislation relevant to this Agreement and/or the processing of any of the Shared Personal Data, including any compensation claim from a Data Subject or any notice, investigation or other action from a Data Protection Supervisory Authority and/or the ICO (where applicable) relating to the foregoing (and complainant means the Data Protection Supervisory Authority, regulator, Data Subject or other person initiating or conducting a complaint).
Data Protection Legislation: means any applicable legislation protecting the fundamental rights and freedoms of individuals and, where required by law, legal entities, and in particular, their right to privacy with respect to the processing of Personal Data and which contains restrictions on the cross-border transfer of Personal Data, including but not limited to (as applicable): the General Data Protection Regulation (Regulation (EU) 2016/679) (“GDPR”), the UK GDPR, the Data Protection Act 2018 (“DPA 2018”), and any other applicable data protection laws as any such legislation or regulation may be amended, extended or re-enacted from time to time.
Data Subject: means a natural person who can be identified, whether directly or indirectly, including by reference to an identification number or to one or more factors specific to their physical, physiological, mental, economic, cultural or social identity and, to the extent that corporate entities or deceased persons receive the same or similar protection as natural persons under applicable Data Protection Legislation, shall also include such corporate entities or deceased persons where relevant.
Data Subject Request: means a request made by a Data Subject under Data Protection Legislation to exercise their rights thereunder.
DPA 2018: means the Data Protection Act 2018 of the United Kingdom.
GDPR: means the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016.
ICO: means the Information Commissioner’s Office, the competent data protection authority within the United Kingdom (UK), where applicable.
IDL Application: means the product known as the IDL cloud application and any other specific proprietary products of IDL for which the Licensee has rightfully obtained a license or licenses which are accessible on and through the IDL websites on the World Wide Web or such other websites as IDL may designate from time to time, together with all client applications related thereto. The term “IDL Application” may also include certain third-party applications that are embedded within or provided by IDL together with such proprietary products of IDL.
Intellectual Property Rights or IPR: means patents, utility models, rights to inventions, copyright and related rights, trademarks and service marks, trade names and domain names, rights in get-up, goodwill and the right to sue for passing off or unfair competition, rights in designs, rights in computer software, database rights, rights to preserve the confidentiality of information (including know-how and trade secrets) and any other intellectual property rights, including all applications for (and rights to apply for and be granted), renewals or extensions of, and rights to claim priority from, such rights and all similar or equivalent rights or forms of protection which subsist or will subsist, now or in the future, in any part of the world.
Processing and process: have the meaning set out in Data Protection Legislation.
Personal Data or Personal Information: means any information relating to an identified or identifiable Data Subject or as otherwise defined as such in Data Protection Legislation.
Personal Data Breach: has the meaning set out in Data Protection Legislation.
Processor or Data Processor: means a body which Processes Personal Data on behalf of a Controller.
Subject Access Request: means a request made by a Data Subject under Data Protection Legislation to have confirmation as to whether or not their Personal Data is being Processed, and where that is the case, to be granted access to that Personal Data and given information about the Processing.
Supervisory Authority: means the competent data protection authority established in a jurisdiction under its privacy laws with competence in its privacy matters.
Shared Personal Data: means Personal Data received by a party from the other party, or otherwise made available by a party for the purpose of using and providing the licensed IDL Application and related services.
Standard Contractual Clauses (SCC): means the clauses for data transfers between jurisdictions that regulators recognise as offering sufficient safeguards on data protection for the data to be transferred internationally (including, where applicable, UK-approved clauses and/or addenda). The parties further agree that the SCC will apply to Personal Data that is transferred from the United Kingdom to outside the United Kingdom, either directly or via onward transfer, to any country or recipient not recognised by the United Kingdom as providing an adequate level of protection for Personal Data.
If for any reason the aforementioned data transfer mechanism is deemed inadequate by the appropriate regulatory body, the parties will act in good faith to enter into the appropriate data transfer mechanism(s) pursuant to applicable Data Protection Legislation.
The SCC will take precedence in any conflict with any terms or schedules of this Agreement, to the extent of such conflict.
UK GDPR: means the GDPR as transposed into United Kingdom national law by operation of section 3 of the European Union (Withdrawal) Act 2018, together with the DPA 2018 and related UK regulations.
1.2 Interpretation
In this Agreement:
(a) words importing the singular include the plural and vice versa, words importing a gender include every gender.
(b) a reference to “writing” or “written” includes email.
(c) references to any statutory provisions shall be construed as references to those provisions as respectively replaced or amended or re-enacted from time to time.
(d)  whenever the words “include”, “includes”, “including”, “in particular” or similar words are used, they shall be deemed to be followed by “without limitation”.
(e) a reference to any EU action, remedy, method of judicial proceeding, court, official, legal document, legal status, legal doctrine, legal concept or thing shall, where no longer applicable after Brexit, be deemed a reference to that which most nearly approximates it under the Law of England and Wales.
(f) a reference to any English action, remedy, method of judicial proceeding, court, official, legal document, legal status, legal doctrine, legal concept or thing shall, in respect of any jurisdiction other than England and Wales, be deemed to include a reference to that which most nearly approximates to the English and Welsh equivalent in that jurisdiction.
(g) any obligation not to do or omit to do anything includes an obligation not to allow that thing to be done or omitted to be done.
2. LICENCE GRANT
In consideration of the payment of the applicable licence, subscription or service fees and the Licensee’s agreement to comply with the terms of this Agreement, Ascentis grants to the Licensee a limited, non-exclusive, non-transferable and revocable licence to access and use the IDL Application and any associated documentation, content, software components and services made available through the platform.
The licence granted under this Agreement permits the Licensee and its authorised personnel to access and use the IDL Application solely during the applicable licence or subscription period and only for the number of authorised users, accounts or licences purchased or otherwise agreed between the parties.
The licence is granted solely for the purpose of enabling the Licensee and its Authorised Users to utilise the IDL Application for legitimate internal educational activities including, but not limited to:
· supporting literacy and numeracy learning;
· delivering structured educational programmes and interventions;
· learner screening, assessment and monitoring;
· teacher-led instruction and support;
· educational progress tracking and reporting; and
· related administrative and educational functions associated with the Licensee’s educational activities.
The Licensee shall ensure that access to the IDL Application is restricted to Authorised Users and that all Authorised Users comply with the terms of this Agreement. The Licensee shall remain responsible for the acts and omissions of its Authorised Users as if they were its own.
The licence granted under this Agreement does not grant the Licensee any ownership rights in the IDL Application or in any associated software, content, algorithms, databases, documentation or intellectual property made available through the platform.
The Licensee shall not use the IDL Application for commercial exploitation, resale, redistribution, sublicensing or provision of services to third parties unless expressly authorised in writing by Ascentis.
Without limiting the foregoing, the Licensee shall not:
· permit access to the IDL Application by any person or organisation that is not an Authorised User;
· make the IDL Application available as part of any hosted service, managed service or service bureau arrangement;
· reproduce, duplicate or distribute the IDL Application except as expressly permitted under this Agreement; or
· use the IDL Application in a manner that competes with, or seeks to replicate, the services provided by Ascentis.
Ascentis reserves the right to monitor reasonable use of the IDL Application in order to ensure compliance with this Agreement, maintain the security and integrity of the platform, and prevent unauthorised use.
Nothing in this Agreement shall prevent Ascentis from developing, enhancing or providing services, software or educational tools that may be similar to or competitive with the Licensee’s activities, provided that no confidential information of the Licensee is used in doing so.
3. LICENCE OBLIGATIONS AND RESTRICTIONS
a) The Licensee shall ensure that the IDL Application is used only by Authorised Users and only to the extent permitted by the number of licences or subscriptions obtained. The Licensee shall ensure that access to the IDL Application is restricted to individuals who require such access for legitimate educational or administrative purposes connected with the Licensee’s organisation.
The Licensee shall not permit any unauthorised access to the IDL Application and shall take reasonable steps to ensure that login credentials and system access details are kept secure at all times.
b) The Licensee is responsible for managing user accounts and ensuring that all Authorised Users comply with this Agreement. The Licensee shall ensure that Authorised Users are informed of the relevant obligations contained within this Agreement and shall remain responsible for any acts or omissions of its Authorised Users when accessing or using the IDL Application.
The Licensee shall promptly remove or suspend access to the IDL Application for any Authorised User who no longer requires access or who is no longer associated with the Licensee.
c) The Licensee shall not, and shall ensure that Authorised Users do not:
i. rent, lease, sublicense, loan, sell, assign or otherwise distribute the IDL Application to any third party;
ii. copy, reproduce or duplicate the IDL Application or any part thereof except where expressly permitted under this Agreement or where required for legitimate system use;
iii. modify, adapt, translate, alter or create derivative works based on the IDL Application or any associated software or documentation;
iv. reverse engineer, decompile, disassemble or otherwise attempt to derive the source code or underlying algorithms of the IDL Application;
v. use the IDL Application in connection with any service bureau, outsourcing arrangement, hosted service, or managed service environment without the prior written consent of Ascentis;
vi. disclose, publish, distribute or otherwise make available the IDL Application or any part of it to any unauthorised third party;
vii. attempt to bypass, disable or otherwise interfere with any technical safeguards, authentication measures or security protections implemented within the IDL Application;
viii. introduce or transmit any viruses, malicious code, malware or other harmful software into the IDL Application or the systems supporting the platform;
ix. attempt to gain unauthorised access to the IDL Application, its infrastructure, related systems, databases or other user accounts;
x. use the IDL Application in a manner that could disrupt, impair or interfere with the operation, integrity or security of the platform;
xi. remove, obscure or alter any copyright notices, trademarks or proprietary notices contained within the IDL Application;
xii. use the IDL Application for any purpose that is unlawful, misleading, fraudulent or otherwise inconsistent with its intended educational use.
d) The Licensee shall comply with all applicable laws and regulations when using the IDL Application, including but not limited to laws relating to:
· data protection and privacy;
· safeguarding and protection of children and vulnerable individuals;
· intellectual property;
· export control regulations;
· information security and cybercrime.
e) The Licensee shall ensure that the use of the IDL Application within its organisation complies with all relevant safeguarding obligations, educational policies and regulatory requirements applicable to the use of digital learning platforms.
f) The Licensee shall promptly notify Ascentis if it becomes aware of:
· any unauthorised access to the IDL Application;
· any misuse of user credentials;
· any suspected breach of security affecting the platform.
g) Ascentis reserves the right to suspend or restrict access to the IDL Application where it reasonably believes that the Licensee or its Authorised Users have breached this Agreement or where such action is necessary to maintain the security, integrity or availability of the platform.
4. DATA PROTECTION
4.1 Compliance with Data Protection Legislation
Each party shall comply with all applicable requirements of Data Protection Legislation.
This clause is in addition to, and does not relieve, remove or replace, a party’s obligations under Data Protection Legislation.
Each party shall ensure that all Personal Data processed in connection with this Agreement is processed lawfully, fairly and transparently and in accordance with the applicable principles of data protection.
Neither party shall knowingly perform any act or omission that would cause the other party to be in breach of Data Protection Legislation.
4.2 Purpose Limitation and Permitted Use
Neither party shall sell, retain, disclose, or otherwise process Personal Data for any purpose other than:
· the performance of this Agreement;
· the provision, administration, operation, support and security of the IDL Application;
· compliance with Applicable Law or regulatory obligations; or
· other purposes permitted by Data Protection Legislation.
Personal Data shall not be used for marketing, profiling, analytics unrelated to the IDL Application, or any unrelated commercial purpose without a lawful basis under Data Protection Legislation.
4.3 Roles of the Parties
To the extent that the Licensee uses the IDL Application to upload, store or otherwise process Shared Personal Data, the Licensee acknowledges and agrees that:
a) the Licensee will typically act as the Controller of the Shared Personal Data;
b) IDL may act either as:
· a Processor, where it processes Shared Personal Data solely on behalf of the Licensee for the purpose of providing the IDL Application and related services; or
· an independent Controller, where IDL determines the purposes and means of processing for its own legitimate operational purposes such as service security, platform integrity, compliance, system administration, troubleshooting and aggregated analytics.
Nothing in this Agreement shall be interpreted as creating a joint controllership relationship unless expressly agreed in writing.
4.4 Processing of Personal Data by IDL as Processor
Where IDL Processes Shared Personal Data as a Processor on behalf of the Licensee, the following provisions shall apply.
(a) Processing instructions
IDL shall process the Shared Personal Data only on documented instructions from the Licensee, unless processing is required by Applicable Law or a competent regulatory authority.
Where processing is required by law, IDL shall notify the Licensee prior to such processing unless the law prohibits such notification.
If IDL reasonably believes that an instruction from the Licensee infringes Data Protection Legislation, IDL shall notify the Licensee and may suspend the relevant processing activity until the parties agree lawful amended instructions.
(b) Processing details
The subject matter, nature, purpose and duration of the processing carried out by IDL are described in Schedule 1 (Particulars of Processing).
(c) Demonstrating compliance
IDL shall, upon reasonable written request and at the Licensee’s cost, make available such information as is reasonably necessary to demonstrate compliance with Data Protection Legislation.
Subject to reasonable notice, confidentiality obligations and security restrictions, IDL shall allow the Licensee or its appointed auditor to conduct audits or inspections of IDL’s relevant processing activities.
Unless otherwise required by a Supervisory Authority, such audits shall:
· occur no more than once in any twelve (12) month period, and
· be conducted during normal business hours and in a manner that does not disrupt IDL’s business operations.

(d) Sub-processors
The Licensee hereby grants IDL a general authorisation to appoint sub-processors for the purposes of providing the IDL Application.
IDL shall:
· ensure each sub-processor is engaged under a written agreement containing obligations substantially equivalent to those contained in this Agreement;
· remain responsible for the acts and omissions of its sub-processors; and
· inform the Licensee of any intended addition or replacement of sub-processors, giving the Licensee the opportunity to raise reasonable objections.
(e) Confidentiality
IDL shall ensure that all persons authorised to process Shared Personal Data:
· are subject to contractual or statutory duties of confidentiality; and
· receive appropriate data protection and information security training.
IDL shall not permit access to Shared Personal Data by any person who is not subject to a duty of confidentiality.
(f) Security Measures
IDL shall implement and maintain appropriate technical and organisational measures designed to protect Shared Personal Data against:
· unauthorised or unlawful processing;
· accidental loss;
· destruction or damage.
Such measures may include, where appropriate:
· encryption and pseudonymisation;
· strict access controls and authentication mechanisms;
· network and infrastructure security;
· firewall and malware protection;
· regular patching and system updates;
· secure system configuration;
· physical security protections;
· incident monitoring and logging;
· cybersecurity awareness training for staff;
· documented security policies and risk assessments.
(g) Deletion or return of data
Upon termination or expiry of this Agreement, and subject to Applicable Law and legitimate retention requirements, IDL shall, at the Licensee’s written election:
· securely delete the Shared Personal Data; or
· return the Shared Personal Data to the Licensee,
within a reasonable period.
4.5 Controller-to-Controller Data Sharing
Where both parties act as independent Controllers of Shared Personal Data:
a) each party shall comply with its respective obligations under Data Protection Legislation;
b) the party disclosing Shared Personal Data (“Disclosing Party”) warrants that:
· the Shared Personal Data has been collected and processed lawfully;
· the Data Subject has been provided with the information required under Data Protection Legislation;
· the transfer is lawful and permitted; and
· the Shared Personal Data is accurate and up to date.
c) the receiving party (“Receiving Party”) shall process Shared Personal Data only for lawful purposes consistent with this Agreement.
4.6 Data Subject Requests and Regulatory Complaints
The Disclosing Party shall remain responsible for handling:
· Data Subject Requests; and
· Data Protection Complaints,
unless Data Protection Legislation allocates responsibility differently.
Where the Receiving Party receives any communication, complaint, investigation or request relating to Shared Personal Data, it shall promptly notify the Disclosing Party and provide reasonable assistance, at the Disclosing Party’s cost, in responding to such requests.
Nothing in this clause shall require IDL to incur unreasonable cost or liability in assisting with such requests.
4.7 Personal Data Breaches
Each party shall maintain appropriate procedures for detecting, reporting and investigating Personal Data Breaches.
Where a Personal Data Breach affecting Shared Personal Data occurs, the party discovering the breach shall notify the other party without undue delay and provide sufficient information to allow the other party to meet any reporting obligations.
Unless otherwise required by law, the Controller responsible for the affected processing activity shall be responsible for notifying the relevant Supervisory Authority and affected Data Subjects.
4.8 International Data Transfers
IDL shall not transfer Shared Personal Data outside the United Kingdom or European Economic Area in breach of Data Protection Legislation.
Where international transfers occur, IDL shall ensure that appropriate safeguards are in place, including where applicable:
· Standard Contractual Clauses (SCCs);
· approved transfer mechanisms recognised by UK GDPR or EU GDPR;
· adequacy decisions issued by relevant authorities; or
· other lawful transfer mechanisms permitted under Data Protection Legislation.
4.9 Licensee Warranties
The Licensee warrants that:
a) it is entitled to transfer the Shared Personal Data to IDL;
b) it has provided all required privacy notices and obtained any required consents or other lawful bases for processing;
c) it has complied with all Applicable Law in relation to the collection and processing of Personal Data.
4.10 Indemnity
The Licensee shall indemnify and keep indemnified IDL against all losses, claims, damages, liabilities, fines, sanctions, penalties, costs and expenses arising from:
· the Licensee’s breach of this clause;
· unlawful instructions provided to IDL; or
· unlawful collection or processing of Personal Data by the Licensee.
4.11 Changes in Data Protection Law
If changes in Data Protection Legislation require modifications to this Agreement or to the services provided under it, the parties shall use commercially reasonable efforts to agree appropriate amendments.
If IDL reasonably considers that it cannot comply with such changes without significant structural modification to the services, IDL may terminate this Agreement upon not less than thirty (30) days’ written notice.
4.12 Multiple Legal Regimes
Where a party is subject to more than one applicable data protection regime, that party shall comply with all applicable obligations and, where conflicting requirements arise, shall apply the highest standard of data protection and data subject rights required by law.
4.13 Survival
The provisions of this clause shall survive termination or expiry of this Agreement.
5. INTELLECTUAL PROPERTY RIGHTS
5.1 Ownership of the IDL Application
IDL and its licensors reserve all rights, title and interest in and to the IDL Application and all associated Intellectual Property Rights not expressly granted to the Licensee under this Agreement.
The IDL Application, including without limitation its software code, architecture, design, algorithms, databases, functionality, educational methodologies, user interface, documentation and content, is protected by copyright, database rights, trade secrets and other Intellectual Property Rights.
Nothing in this Agreement transfers ownership of any Intellectual Property Rights in the IDL Application to the Licensee or any Authorised User.
Third-party licensors and suppliers retain all right, title and interest in any third-party software or components incorporated into the IDL Application.
All trademarks, service marks, trade names, logos and branding associated with the IDL Application are the property of IDL or its licensors.


5.2 Licence Scope
The Licensee is granted only a limited right to access and use the IDL Application strictly in accordance with the terms of this Agreement.
Except for the licence expressly granted in this Agreement, no rights are granted to the Licensee whether by implication, estoppel or otherwise.
The Licensee acknowledges and agrees that:
· it has no right of access to the IDL Application in source code form;
· it may not copy, reproduce, distribute or create derivative works of the IDL Application except as expressly permitted under this Agreement or by Applicable Law;
· no ownership rights are transferred to the Licensee in respect of the IDL Application.
5.3 Customer Data
The Licensee retains ownership of all data, content and materials uploaded or entered into the IDL Application by the Licensee or its Authorised Users (“Customer Data”).
The Licensee grants IDL a non-exclusive, worldwide, royalty-free licence during the term of this Agreement to host, process, transmit and otherwise use Customer Data solely for the purposes of:
· providing the IDL Application and related services;
· maintaining, securing and improving the IDL Application;
· complying with Applicable Law.
IDL does not claim ownership of Customer Data.
5.4 Aggregated and Anonymised Data
IDL may collect, generate and use anonymised or aggregated data derived from the use of the IDL Application for the purposes of:
· improving the performance and functionality of the IDL Application;
· conducting statistical analysis;
· developing new educational tools and services;
· academic or educational research.
Such aggregated or anonymised data will not identify the Licensee, Authorised Users or Data Subjects.
All Intellectual Property Rights in such aggregated data shall belong to IDL.
5.5 Feedback
If the Licensee or any Authorised User provides suggestions, ideas, improvements or other feedback regarding the IDL Application (“Feedback”), the Licensee agrees that IDL may freely use, implement, modify and incorporate such Feedback into the IDL Application or other products or services without restriction or obligation to the Licensee.
No compensation shall be payable for the use of Feedback.
5.6 Protection of Intellectual Property
The Licensee shall not:
· remove, alter or obscure any copyright notices, trademarks or proprietary notices contained within the IDL Application;
· attempt to obtain unauthorised access to the source code or underlying architecture of the IDL Application;
· create derivative works or competing products based on the IDL Application.
The Licensee must promptly notify IDL if it becomes aware of any actual or suspected infringement or unauthorised use of the IDL Application or IDL Intellectual Property Rights.
5.7 Brand and Marketing Use
Nothing in this Agreement grants the Licensee the right to use IDL’s name, trademarks, logos or branding without prior written permission, except where such use is necessary to identify the IDL Application as a product used by the Licensee.
IDL may identify the Licensee as a customer or user of the IDL Application in its marketing materials, website or promotional content unless the Licensee objects in writing.
5.8 Reservation of Rights
Except for the limited licence granted under this Agreement, all Intellectual Property Rights in and to the IDL Application and related materials are reserved by IDL and its licensors.
No rights are granted to the Licensee except those expressly set out in this Agreement.
5.9 Intellectual Property Infringement
If any third party alleges that the IDL Application infringes its Intellectual Property Rights, the Licensee shall promptly notify IDL in writing and provide reasonable cooperation, information and assistance in connection with the defence or settlement of such claim.
IDL shall have the sole right, at its own discretion and expense, to defend or settle any such claim relating to the IDL Application.
If the use of the IDL Application becomes, or in IDL’s reasonable opinion is likely to become, the subject of a claim of infringement, IDL may, at its option and expense: (a) procure for the Licensee the right to continue using the IDL Application; (b) modify or replace the IDL Application so that it becomes non-infringing while maintaining substantially equivalent functionality; or (c) if the above options are not reasonably available, terminate the Licensee’s right to use the affected part of the IDL Application and provide a pro-rated refund of any prepaid licence fees relating to the unused portion of the licence period.
IDL shall have no liability for any claim of infringement arising from:
i) use of the IDL Application other than in accordance with this Agreement or the accompanying documentation;
ii) modification of the IDL Application by the Licensee or a third party not authorised by IDL;
iii) the combination or use of the IDL Application with software, systems or services not supplied or approved by IDL where the infringement would not have arisen but for such combination; or
iv) the Licensee’s continued use of the IDL Application after being notified of the alleged infringement and provided with a modification, replacement or workaround.
The provisions of this clause set out the Licensee’s sole and exclusive remedy in respect of any claim that the IDL Application infringes the Intellectual Property Rights of a third party.
6. TERMINATION AND TERMS
a) Term of Agreement
This Agreement shall commence on the date on which the Licensee first accepts the terms of this Agreement or first accesses or uses the IDL Application (whichever occurs first) and shall remain in full force and effect for the duration of the applicable licence or subscription period agreed between the parties, unless terminated earlier in accordance with the provisions of this Agreement.
Licences or subscriptions for the IDL Application are typically granted for a fixed licence or subscription period, as specified at the point of purchase or otherwise agreed between the parties.
b) Renewal and Continued Use
Unless otherwise agreed in writing, the Licensee’s right to access and use the IDL Application shall apply only for the duration of the applicable licence or subscription period.
Where the Licensee continues to access or use the IDL Application after the expiry of the applicable licence or subscription period, such continued use shall constitute acceptance of renewal of the licence or subscription on the prevailing terms and pricing notified by Ascentis.
Ascentis reserves the right to charge the Licensee for continued use of the IDL Application after the renewal date where access to the platform remains active.
c) Termination by Ascentis
Ascentis may terminate this Agreement immediately by written notice to the Licensee if the Licensee:
· breaches any material provision of this Agreement and, where such breach is capable of remedy, fails to remedy the breach within a reasonable period after receiving notice from Ascentis;
· fails to pay any licence, subscription or service fees when due;
· engages in misuse of the IDL Application, including unauthorised access, distribution, credential sharing, or use of the software contrary to this Agreement;
· uses the IDL Application in a manner that threatens the security, integrity or availability of the platform or the systems supporting it;
· attempts to gain unauthorised access to the IDL Application, associated infrastructure, other user accounts, or related systems;
· introduces malicious code, viruses, malware or other harmful material into the IDL Application or associated systems;
· uses the IDL Application for any unlawful purpose or in breach of any applicable laws or regulations;
· processes or uploads Personal Data through the IDL Application in a manner that violates applicable Data Protection Legislation or safeguarding obligations;
· engages in behaviour that could expose Ascentis to legal, regulatory or reputational risk;
· becomes insolvent, enters into administration, liquidation or any similar insolvency or restructuring process, or ceases or threatens to cease carrying on its activities;
· provides false or misleading information when registering for or using the IDL Application.
· commits, permits or fails appropriately to address a serious or repeated breach of the standards of conduct set out in Section 4, including bullying, harassment, sexual harassment, discrimination or other inappropriate or abusive behaviour towards Ascentis employees or representatives
Ascentis reserves the right, where reasonably necessary to protect the security, integrity or lawful operation of the IDL Application, to suspend access to the platform without prior notice while investigating suspected breaches of this Agreement.
Where reasonably practicable, Ascentis may provide the Licensee with written notice of the breach and a reasonable opportunity to remedy the issue before exercising its right of termination.
d) Suspension of Access
In addition to its right to terminate this Agreement, Ascentis reserves the right to suspend or restrict access to the IDL Application where it reasonably believes that the Licensee or its Authorised Users are in breach of this Agreement or where suspension is necessary to protect the security, integrity or operation of the platform.
Where reasonably practicable, Ascentis will notify the Licensee of the reason for the suspension and take reasonable steps to restore access once the issue has been resolved.
e) Termination by the Licensee
The Licensee may terminate this Agreement by providing written notice to Ascentis in accordance with the applicable licence or subscription terms.
Unless otherwise agreed in writing, termination by the Licensee shall take effect at the end of the current licence or subscription period.
f) Cancellation and Refunds
Licence and subscription fees paid for the IDL Application are generally non-refundable, except where required by law or where otherwise agreed by Ascentis in writing.
Where the Licensee cancels its licence or subscription prior to the expiry of the applicable licence period, the Licensee shall remain responsible for payment of any outstanding fees due for that period.
g) Effect of Termination
Upon termination or expiry of this Agreement for any reason:
· the licence granted under this Agreement shall immediately terminate;
· the Licensee and all Authorised Users must immediately cease accessing and using the IDL Application;
· the Licensee must delete or destroy any copies of associated software, documentation or materials in its possession or control; and
· the Licensee shall, upon reasonable request, confirm in writing that it has complied with these obligations.
h) Personal Data Following Termination
Upon termination or expiry of this Agreement, Personal Data processed through the IDL Application shall be handled in accordance with applicable Data Protection Legislation and the applicable Data Processing Agreement between the parties.
Where Ascentis acts as a Data Processor on behalf of the Licensee, Ascentis shall, at the request of the Licensee and subject to any legal or regulatory obligations requiring continued retention, securely delete or return Personal Data processed on behalf of the Licensee within a reasonable period following termination of the services.
Certain categories of information, including payment and financial records, may be retained for longer periods where required to comply with legal, accounting or regulatory obligations.
i) Survival
Termination of this Agreement shall not affect any rights, remedies or obligations that have accrued prior to termination.
Any provisions which by their nature are intended to survive termination, including but not limited to provisions relating to intellectual property, confidentiality, limitation of liability and data protection, shall continue in full force and effect following termination.
7. GENERAL DISCLAIMERS
The IDL Application is provided on an “as is” and “as available” basis. While Ascentis uses reasonable efforts to maintain the reliability, security and functionality of the platform, Ascentis does not warrant or guarantee that the IDL Application will be error-free, uninterrupted, or available at all times.
The Licensee acknowledges that the availability of the IDL Application may be affected by factors outside the reasonable control of Ascentis, including but not limited to internet connectivity, hosting infrastructure, third-party service providers, software updates, system maintenance, or other technical issues.
Ascentis may from time to time carry out planned maintenance, upgrades or modifications to the IDL Application in order to improve functionality, security or performance. Where reasonably practicable, advance notice of scheduled maintenance may be provided, however Ascentis shall not be liable for temporary interruptions or limitations in service availability arising from such activities.
Ascentis will use reasonable skill and care in the provision and operation of the IDL Application. While reasonable care is taken in developing and maintaining the content, tools and functionality within the IDL Application, Ascentis does not guarantee any specific educational outcomes, learning results or improvements arising from the use of the platform. The IDL Application is intended to support educational activities and should not be relied upon as a substitute for professional educational judgement, teaching expertise or specialist intervention.
The Licensee and its Authorised Users remain responsible for determining the suitability of the IDL Application for their educational needs and for exercising appropriate professional judgement when using the platform and interpreting any outputs, reports or recommendations generated by the system.
To the fullest extent permitted by law, Ascentis disclaims all warranties, representations or conditions, whether express or implied, relating to the IDL Application, including but not limited to any implied warranties of merchantability, fitness for a particular purpose, non-infringement, or accuracy of content, except where such warranties cannot lawfully be excluded.
8. LIMITATION OF LIABILITY
To the fullest extent permitted by law, Ascentis shall not be liable, whether in contract, tort (including negligence), breach of statutory duty or otherwise, for any indirect, incidental, special or consequential losses or damages arising out of or in connection with the use of, or inability to use, the IDL Application.
In no circumstances shall IDL or its affiliates, officers, directors, or suppliers be liable to the Authorised User for any claims, damages, liability, costs or expenses of any nature whatsoever, whether based on warranty, contract, tort, strict liability or any other legal theory, and whether or not IDL is advised of the possibility of such damages, or for any damages in excess of the license or subscription fees received by IDL for the product or service complained of in the previous 12-month period.
Without limitation, this includes:
· loss of profits
· loss of revenue
· loss of business or business opportunities
· loss of anticipated savings
· loss of goodwill or reputation
· loss, corruption or damage to data
· interruption to business operations.
The Licensee acknowledges that the IDL Application has not been developed to meet the individual requirements of the Licensee and that it is the responsibility of the Licensee to determine whether the platform meets its needs and to ensure appropriate supervision and professional judgement when using the system.
Subject to the remainder of this clause, Ascentis’ total aggregate liability arising under or in connection with this Agreement, whether in contract, tort (including negligence), breach of statutory duty or otherwise, shall not exceed the total licence or subscription fees paid by the Licensee to Ascentis for the IDL Application during the twelve (12) months immediately preceding the event giving rise to the claim.
Nothing in this Agreement shall limit or exclude liability for:
· death or personal injury resulting from negligence;
· fraud or fraudulent misrepresentation;
· any liability that cannot lawfully be excluded or limited under applicable law.
9. SEVERABILITY
Should any term (or part of any term) of this Agreement be invalid or unenforceable, then the remainder of this Agreement shall remain valid and in force. The invalid or unenforceable provision shall be either (i) amended as necessary to ensure its validity and enforceability, while preserving the parties’ intentions as closely as possible or, if this is not possible.
Force Majeure: Ascentis shall not be liable for any failure or delay in the performance of its obligations under this Agreement where such failure or delay results from events beyond its reasonable control, including but not limited to acts of God, cyber attacks, internet or telecommunications failures, cloud infrastructure outages, natural disasters, industrial disputes, governmental actions or other similar events.
10. NO WAIVER
Any delay or failure of either party to enforce any rights granted hereunder or to take action against the other party under or in connection with this Agreement will not limit or restrict the future exercise or enforceability of those rights.
11. STANDARDS OF CONDUCT
11.1 Zero-Tolerance Approach
Ascentis is committed to providing a safe, respectful and inclusive environment for its employees and representatives and operates a zero-tolerance approach to bullying, harassment, sexual harassment, discrimination and other inappropriate or abusive behaviour.
The Licensee shall ensure that its Authorised Users, employees, representatives and any other individuals acting on its behalf in connection with the IDL Application or associated services are made aware of this standard and are required to conduct themselves appropriately in all interactions with Ascentis employees and representatives.
These standards apply to all interactions connected with the IDL Application or associated services, whether conducted in person, by telephone, email, online meeting, messaging service or through any other form of communication.
11.2 Compliance
The Licensee shall take reasonable steps to ensure that its Authorised Users, employees and representatives comply with the standards set out in this Section and shall not permit or condone bullying, harassment, sexual harassment, discrimination or other inappropriate or abusive behaviour towards Ascentis employees or representatives.
The requirements of this Section apply irrespective of the country or jurisdiction from which the Licensee or its Authorised Users access the IDL Application, subject always to Applicable Law.
11.3 Reporting and Co-operation
Where Ascentis receives a complaint or otherwise becomes aware of alleged conduct contrary to this Section involving an Authorised User, employee or representative of the Licensee, Ascentis may notify the Licensee and take reasonable and proportionate steps to address the matter and protect its employees and representatives.
The Licensee shall provide reasonable co-operation with Ascentis in relation to the investigation and resolution of any such concern.
11.4 Action in Response to Inappropriate Conduct
Where Ascentis reasonably considers that the standards set out in this Section have been breached, Ascentis reserves the right to take reasonable and proportionate action, having regard to the nature, seriousness and circumstances of the conduct.
Such action may include:
· requiring that an individual ceases direct interaction with specified Ascentis employees or representatives;
· requiring the Licensee to nominate an alternative representative or point of contact;
· restricting or suspending an individual's access to the IDL Application or associated services; and
· in cases of serious or repeated misconduct, suspending or terminating this Agreement in accordance with its termination provisions.

12. ENTIRE AGREEMENT
The provisions of this Agreement constitute the entire agreement between the parties with respect to the subject matter hereof and supersede any and all prior or contemporaneous agreements, oral or written, and all other communications relating to the subject matter hereof. 
No amendment or modification of any provision of this Agreement will be effective unless set forth in a document that expressly amends this Agreement signed by authorised representatives of both parties. In the event that the terms and conditions of any purchase order conflict with or are in addition to the terms and conditions of this Agreement, the conflicting and additional terms and conditions of the purchase order will be void and of no effect and the terms and conditions of this Agreement will prevail, unless an authorised representative of IDL expressly agrees otherwise in writing.

13. GOVERNING LAW AND DISPUTE RESOLUTION
This Agreement and any dispute or claim (including any non-contractual disputes or claims) arising out of or in connection with it shall be governed by and construed in accordance with the laws of England and Wales.
The parties shall use reasonable efforts to resolve any dispute arising out of or in connection with this Agreement through good faith negotiations. Where a dispute arises, either party may notify the other party in writing describing the nature of the dispute and the parties shall seek to resolve the matter through discussion between their authorised representatives.
If the dispute cannot be resolved within thirty (30) days of the written notification of the dispute, the matter shall be referred to arbitration under the London Court of International Arbitration (LCIA) Rules, which Rules are deemed to be incorporated by reference into this clause.
The arbitration shall be conducted by a single arbitrator, appointed in accordance with the LCIA Rules. The seat and legal place of arbitration shall be London, United Kingdom, and the language of the arbitration proceedings shall be English. The decision of the arbitrator shall be final and binding upon the parties.
Where the Licensee is located in the United States, the Middle East, Africa, Australia, New Zealand or the Asia-Pacific region, the parties agree that disputes may alternatively be brought before the Dubai International Financial Centre (DIFC) Courts, which shall have non-exclusive jurisdiction to resolve disputes arising out of or in connection with this Agreement. The parties acknowledge that the DIFC Courts operate under an international common law framework conducted in English and are intended to provide a neutral forum for resolving cross-border commercial disputes.
Nothing in this clause shall prevent either party from seeking urgent injunctive, equitable or protective relief in any court of competent jurisdiction where such relief is necessary to protect that party’s legitimate interests, including the protection of Intellectual Property Rights, confidential information, data security or the integrity of the IDL Application.
Unless otherwise determined by the arbitrator or court, each party shall bear its own legal costs and expenses incurred in connection with any dispute arising under or in connection with this Agreement.

14. ENGLISH LANGUAGE
a) This Agreement is made in the English language. 
b) Each document, notice, waiver, variation and written communication whether in hard copy or electronic form made or delivered by one party to another pursuant to this Agreement shall be in the English language or accompanied by a translation thereof into English certified (by an officer of the person making or delivering the same) as being a true and accurate translation thereof. 
c) The English language version of this Agreement and any document, notice, waiver, variation and written communication relating to this Agreement shall prevail over any translation and any version in any other language.
SCHEDULE 1 – PARTICULARS OF PROCESSING
Part 1 – Processing by Ascentis trading as International Dyslexia Learning (IDL)
This Schedule describes the processing of Personal Data undertaken by Ascentis trading as International Dyslexia Learning (IDL) in connection with the operation, provision and support of the IDL Application under this Agreement.

1. Scope of the Processing
The processing covers all activities necessary for:
· the receipt, collection, input, storage, organisation and management of Shared Personal Data within the IDL Application;
· the delivery, support and administration of the services provided under this Agreement; and
· the operation, maintenance, improvement and security of the IDL platform and its associated educational tools.
Processing includes the transmission and retrieval of Personal Data within the platform infrastructure, the presentation of such data to Authorised Users, and the administration of accounts and system functionality. Depending on the nature of the processing activity, Ascentis may act either as a Data Processor on behalf of the Licensee or as an independent Data Controller where processing is necessary for the operation, administration, security, billing or improvement of the IDL Application.

2. Nature of the Processing
The processing activities carried out by Ascentis may include, without limitation:
· collection, input and recording of Personal Data submitted by the Licensee or Authorised Users;
· secure hosting, storage and back‑up of Personal Data;
· organisation, indexing and structured filing of Personal Data within IDL systems;
· retrieval, display and consultation of Personal Data by authorised personnel and Authorised Users;
· use of Personal Data to deliver educational tools, assessments, interventions and system functionality;
· transmission of Personal Data within secure platform environments;
· monitoring of usage patterns and analysis of system performance;
· identification and resolution of technical issues, including diagnostics and troubleshooting;
· processing required to manage subscriptions, billing and account administration;
· generation of aggregated, anonymised or statistical information for service improvement, research or reporting purposes.
Aggregated or anonymised data that does not identify an individual is not considered Personal Data for the purposes of Data Protection Legislation.

3. Purpose of the Processing
Personal Data is processed for the following purposes:
· to provide, operate, administer and support the IDL Application and its associated services;
· to facilitate learning support, assessment, progress tracking and educational interventions;
· to support teachers, learners, administrators, parents and other Authorised Users;
· to administer and manage user accounts, roles and access permissions;
· to verify identity where required for security, safeguarding or administrative purposes;
· to process subscription payments and manage contractual and billing relationships;
· to provide customer service, support and responses to enquiries or complaints;
· to notify the Licensee or Authorised Users of service updates, maintenance or changes to contractual terms;
· to ensure the security, availability, integrity and performance of the IDL Application;
· to carry out internal analytics, research and development to improve IDL products and services;
· to comply with applicable legal, regulatory, safeguarding or audit obligations.
Where the IDL Application includes voice-based learning tools used for phonics or speech interaction, audio recordings may be processed for the purpose of delivering the educational functionality of the platform. Such audio data is processed solely to support learning activities and system functionality and is not used for biometric identification, biometric authentication or profiling.

4. Categories of Personal Data
Personal Data processed may include (depending on the configuration of the IDL Application and the information entered by the Licensee or Authorised Users), but is not limited to:
· identifiers such as names, usernames and user IDs;
· dates of birth;
· contact information (where applicable);
· login credentials and authentication details;
· learner progress data, assessment scores, usage activity and engagement records;
· device information, IP addresses and technical usage data;
· voice data or phonics‑related audio (where applicable modules are used);
· information relating to special educational needs or learning support requirements, where entered into the system by the Licensee.
Where special category data is processed (e.g., SEND‑related information, voice data that may indicate characteristics), the Licensee is responsible for ensuring a valid lawful basis and meeting Article 9 UK GDPR requirements.

5. Categories of Data Subjects
Personal Data concerns the following categories of Data Subjects:
· learners (including children);
· teachers, teaching assistants and other educational staff;
· school or organisational administrators;
· parents or guardians (where involved as Authorised Users).

6. Duration of the Processing
Processing will continue for the duration of this Agreement and for any additional period necessary:
· to provide the services;
· to comply with legal, regulatory or safeguarding obligations; or
· to resolve disputes or complete account‑closure procedures.
Personal Data will not be retained longer than necessary. Retention periods may vary depending on the type of data and legal requirements. For example, financial and transactional information may be retained for up to seven (7) years to comply with accounting and taxation legislation.
Where Ascentis acts as a Data Processor, Personal Data will be securely deleted or returned to the Licensee following termination, subject to legal retention obligations.
Where learners include children, the Licensee remains responsible for ensuring that its use of the IDL Application complies with applicable safeguarding obligations and any legal requirements relating to the processing of children’s Personal Data under applicable Data Protection Legislation.
7. International Transfers
Personal Data may be processed within the United Kingdom, the European Economic Area, or other jurisdictions where Ascentis or its approved sub-processors operate, provided that appropriate safeguards are implemented in accordance with applicable Data Protection Legislation, including:
· adequacy regulations 
· the UK International Data Transfer Agreement (IDTA);
· the UK Addendum to EU Standard Contractual Clauses; or
· other legally recognised transfer mechanisms.
8. Data Security and Integrity
Ascentis shall implement appropriate technical and organisational measures designed to ensure the confidentiality, resilience and availability of Personal Data. These measures may include:
· role‑based access control and strong authentication;
· encrypted transmission of data and secure hosting infrastructure;
· network segmentation, firewalls and intrusion detection measures;
· continuous monitoring, auditing and system logging;
· vulnerability management, penetration testing and security reviews;
· staff confidentiality obligations and access‑limitation protocols.
Access to Personal Data is limited to authorised personnel and Authorised Users who require access to fulfil their duties in connection with the IDL Application. Ascentis may engage carefully selected third-party service providers and infrastructure providers (including cloud hosting and technical service providers) to assist in the provision and operation of the IDL Application. Such providers may act as sub-processors and will be subject to contractual data protection obligations consistent with applicable Data Protection Legislation.
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SCHEDULE 2 – INTERNATIONAL TRANSFERS OF PERSONAL DATA
This Schedule sets out the framework governing the international transfer of Personal Data in connection with the provision, operation and support of the IDL Application under this Agreement.
1. Compliance with Data Protection Legislation
The parties acknowledge that the provision, operation and support of the IDL Application may involve the transfer, storage or processing of Personal Data across multiple jurisdictions.
Where Personal Data originating from the United Kingdom, the European Economic Area (EEA), or any other jurisdiction subject to data protection restrictions is transferred to a country that does not benefit from an adequacy decision under applicable Data Protection Legislation, the parties agree that such transfers shall only take place where an appropriate lawful transfer mechanism has been implemented.
Such mechanisms shall ensure that Personal Data continues to benefit from a level of protection that is substantially equivalent to that required under applicable Data Protection Legislation, including where necessary through contractual, technical or organisational safeguards.
The parties further acknowledge that international transfers may occur where Personal Data is processed through technical infrastructure, cloud hosting environments, service providers or support systems located in jurisdictions outside the country in which the Personal Data was originally collected.
Where such transfers occur, Ascentis shall ensure that appropriate safeguards are implemented in accordance with applicable Data Protection Legislation and that any third parties involved in the processing of Personal Data are subject to appropriate contractual obligations, confidentiality requirements and data security measures.
Nothing in this Schedule shall permit the transfer of Personal Data in a manner that would contravene applicable Data Protection Legislation, and the parties shall cooperate in good faith to implement any additional safeguards required to ensure the continued lawful transfer and processing of Personal Data.


2. Approved Transfer Mechanisms
Where required under applicable Data Protection Legislation, international transfers of Personal Data shall be governed by one or more of the following recognised safeguards:
· The UK International Data Transfer Agreement (IDTA) issued by the UK Information Commissioner;
· The UK Addendum to the European Commission Standard Contractual Clauses (2021);
· The European Commission Standard Contractual Clauses (2021);
· An adequacy regulation issued by the UK Government or the European Commission recognising that the destination country ensures an adequate level of protection for Personal Data;
· Other legally recognised transfer mechanisms permitted under applicable Data Protection Legislation.
Where such mechanisms are required, they shall be deemed to be incorporated into this Agreement automatically and shall apply to the relevant transfer of Personal Data to the extent necessary to ensure that the transfer is lawful under applicable Data Protection Legislation.
Where the use of a particular transfer mechanism requires the completion of additional schedules, annexes or technical descriptions (including descriptions of the transfer, categories of data, or security measures), the parties agree that the information contained within Schedule 1 and this Schedule may be used to complete those annexes.
Where required under applicable Data Protection Legislation or regulatory guidance, the parties may also implement additional safeguards, including technical, organisational or contractual measures, to ensure that Personal Data transferred internationally continues to receive a level of protection that is essentially equivalent to that required under UK GDPR or other applicable data protection laws.
The parties acknowledge that Transfer Impact Assessments (TIAs) or similar risk assessments may be carried out where required in order to assess the legal and regulatory environment of the destination country and determine whether supplementary safeguards are necessary.
Where applicable Data Protection Legislation or regulatory guidance changes in the future, the parties agree that any replacement or updated international transfer mechanisms recognised by law may be adopted and shall be deemed to replace the mechanisms listed above to the extent necessary to ensure ongoing compliance.

3. Sub-Processors and Infrastructure Providers
In providing the IDL Application, Ascentis may engage trusted third-party service providers, infrastructure providers or technical partners to support the delivery, hosting, maintenance or security of the platform.
Such providers may include cloud hosting providers, technical infrastructure providers, analytics tools, support systems or other service providers necessary for the operation of the platform.
Where such providers process Personal Data outside the United Kingdom or European Economic Area, Ascentis shall ensure that appropriate contractual safeguards are in place to protect Personal Data in accordance with applicable Data Protection Legislation.
All sub-processors engaged by Ascentis shall be subject to appropriate contractual obligations regarding:
· confidentiality
· data security
· lawful processing of Personal Data
· restrictions on further transfers of Personal Data.
4. Security and Safeguards for International Transfers
Where Personal Data is transferred internationally, Ascentis shall implement appropriate technical and organisational measures designed to ensure the confidentiality, integrity, availability and resilience of Personal Data.
Such measures shall be appropriate to the nature of the processing, the risks presented by international transfers, and the sensitivity of the Personal Data being processed, and are intended to provide a level of protection consistent with applicable Data Protection Legislation.
Such measures may include, where appropriate:
·  Encryption of Personal Data during transmission and storage;
· Secure cloud hosting environments and infrastructure security controls;
· Role-based access controls and strong authentication mechanisms;
· Monitoring, logging and auditing of system access and administrative activity;
· Vulnerability management, patching, penetration testing and security reviews;
· Secure network architecture including firewalls, intrusion detection and intrusion prevention systems;
· Staff confidentiality obligations and access restriction protocols;
· Internal policies governing information security, access management and data handling;
· Contractual safeguards with service providers, infrastructure providers and sub-processors;
· Procedures for detecting, responding to and managing security incidents or data breaches.
Where required under applicable Data Protection Legislation, Ascentis may implement additional safeguards in connection with international transfers, including encryption, pseudonymisation, contractual restrictions on onward transfers and additional organisational or technical security measures.
These safeguards are designed to ensure that Personal Data transferred internationally continues to receive a level of protection substantially equivalent to that required under applicable Data Protection Legislation, including the UK GDPR.
5. Transfer Impact Assessments
Where required under applicable Data Protection Legislation, Ascentis may conduct Transfer Impact Assessments (TIAs) or similar risk assessments to evaluate whether the legal and regulatory framework of a destination country provides an appropriate level of protection for Personal Data.
Such assessments may take into account, where relevant:
· The nature, scope and purpose of the processing;
· The categories of Personal Data being transferred;
· The type of processing activities involved;
· The legal and regulatory framework of the destination country;
· the likelihood of access to Personal Data by public authorities or other third parties; and
· The technical and organisational safeguards implemented by Ascentis or its service providers.
Where a Transfer Impact Assessment identifies potential risks to the rights and freedoms of Data Subjects, Ascentis may implement supplementary safeguards designed to mitigate such risks. Such safeguards may include technical, organisational or contractual measures, including encryption, pseudonymisation, enhanced access controls, or restrictions on onward transfers.
Ascentis may periodically review international transfer arrangements and associated safeguards to ensure that they continue to provide an appropriate level of protection in light of changes in law, regulatory guidance or operational practices.
Where reasonably required, the parties shall cooperate in good faith to implement additional safeguards or transfer mechanisms necessary to ensure that international transfers of Personal Data remain lawful under applicable Data Protection Legislation.
6. Cooperation Between the Parties
Where necessary to ensure compliance with applicable Data Protection Legislation, the parties agree to cooperate in good faith to implement appropriate safeguards for international data transfers.
This may include entering into additional documentation or agreements, including a Data Processing Agreement or International Data Transfer Agreement, where required by law or regulatory guidance.
7. Priority of Transfer Mechanisms
Where a separate Data Processing Agreement or International Data Transfer Agreement is entered into between the parties, the provisions of that agreement shall take precedence in respect of international transfers of Personal Data.
8. Future Regulatory Changes
If applicable Data Protection Legislation changes in a manner that affects the legality or mechanism of international data transfers under this Agreement, the parties shall cooperate in good faith to implement any required modifications or replacement transfer mechanisms necessary to ensure continued lawful processing of Personal Data.
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